Colorado Air National Guard
Traditional

Position Announcement

COANG 20-001
https://coarng.joint.afpims.mil/Jobs/Air-Traditional/

POSITION TITLE: AFSC: OPEN DATE: CLOSE DATE:
Cyberspace Operations Officer 17DXX 18-Oct-19 16-Dec-19

UNIT OF ACTIVITY/DUTY LOCATION: GRADE REQUIREMENT:

140 Communications Fliaht Minimum: E1 Maximum: O2
Buckley AFB, CO 80011 ) )
SELECTING SUPERVISOR: VACANCY PHYSICAL PROFILE: (Officer N/A)

Lt Col Edgar B. Acosta Jr. 0107824834 PULHES — N/A X Factor — ASVAB — N/A

AREAS OF CONSIDERATION
/ Traditional Tech (must bring EA/review by FSS) AGR (must bring EA/review by FSS)
/ Current COANG members Nationwide (Military eligible for membership in the COANG)
Enlisted / Officer / Commissioning Opportunity

*All applicants MUST meet the grade requirement and physical/medical requirements outlined*

DUTIES AND RESPONSIBILITIES

DUTIES and RESPONSIBILITIES:
This position will serve as a member of a Cyberspace Mission Defense Team.

-Operates cyberspace weapons systems, employs cyberspace capabilities, and commands crews to
accomplish cyberspace, training, and other missions.

-Plans and prepares for mission. Reviews mission tasking, intelligence, terrain and weather
information. Supervises mission planning, preparation and crew briefing/debriefing. Ensures
equipment and crew are mission ready prior to execution/deployment.

-Operates weapons system(s) and commands crew. Performs, supervises, or directs weapons system
employment and associated crew activities.

-Conducts or supervises training of crew members. Ensures operational readiness of crew by
conducting or supervising mission specific training.

-Translates operational requirements into architectural and technical solutions. Works with
commanders to deliver complete capabilities that include technical and procedural components.
Researches or oversees research of technologies and advises commanders on associated risks and
mitigation factors in conjunction with meeting requirements.

-Directs extension, employment, reconfiguration, adaptation and creation of portions of cyberspace to
assure mission success for combatant commanders. This includes both deliberate and crisis action
scenarios.

-Develops plans and policies, monitors operations, and advises commanders. Assists commanders
and performs staff functions related to this specialty.




DUTIES and RESPONSIBILITIES (Cont’d):

SPECIALTY QUALIFICATIONS:

Knowledge. Knowledge is mandatory including electronics theory, information technology, telecommunications and supervisory and control
systems including cryptography, vulnerability assessment and exploitation techniques. Additionally knowledge will include operational planning,
governing cyberspace operations directives, procedures and tactics.

Education. For entry education requirements see AFOCD Appendix A, 17D CIP Education Matrix.
Prior service 1B4 or 1N4X1A commissioning Airmen will be accepted into the career field regardless of undergraduate degree possessed.

Training. The following training is mandatory as indicated:

-For award of AFSC 17D2X, completion of Undergraduate Cyberspace Training (UCT) and mission qualification training in suffix specific area.
-Experience. For upgrade to AFSCs 17D2X/3X, unit commander determines proficiency based on performance, experience and completion of
minimum training requirements.

-For award and retention of 17DX, specialty requires routine access to Top Secret or similar environment and completion of a current Single
Scoped Background Investigation (SSBI) according to AFI 31-501, Personnel Security Program Management.

APPLICATION PROCEDURES

Interested applicants who meet the eligibility criteria listed in this announcement may apply by submitting the below listed documents to the
location below. Complete applications must be received no later than 2359 on or before the closing date.
*#*Selecting officials have the right to hold package review boards prior to in-person interviews***

Incomplete packages will not be considered for the position vacancy

. Cover Letter identifying the position you are applying for.

. Civilian or Military Resume.

. CURRENT Records Review RIP (available on vVMPF via AF Portal).

. CURRENT Points Credit Summary (available on vMPF via AF Portal).

. CURRENT and PASSING Report of Individual Fitness (from Air Force Fitness Management Systems (AFFMS)
. Additional requirements: tenscris

If AFOQT completed, AFOQT scores should be provided

AN N AW N~

Add any other documentation you want provided.

**SUBMIT ELECTRONIC ONLY**

QUESTIONS?
If you have any questions on package submission you may contact 720-847-9302/DSN 847-9302 or email to the below email addresses. If you
have any position related questions please contact the selecting supervisor.

E-MAIL APPLICATIONS TO MPS: OR SUBMIT SECURE APPLICATIONS VIA SAFE ACCESS
FILE EXCHANGE (SAFE) https://safe.arl.army.mil/
matthew.b.mensch.mil@mail.mil
Lydla.L.Hansor'l.mll@.mal.l -mil; Lydia.L.Hanson.mil@mail.mil;
ada.a.ponder.mil@mail.mil; . S
o - o ada.a.ponder.mil@mail.mil;
julia.p.warner2.mil@mail.mil julia.p.warner2.mil@mail.mil

matthew.b.mensch.mil@mail.mil

REMARKS

Federal law prohibits the use of government postage for submission of applications.
THE COLORADO NATIONAL GUARD IS AN EQUAL OPPORTUNITY EMPLOYER
All applicants will be protected under Title VI of the Civil Rights Act of 1964. Eligible applicants will be considered without regard to race, age, religion, marital status,
national origin, political affiliation or any other non-merit factor. Due to restrictions in assignment to certain units and AFSC/MOS some positions may have gender
restrictions.




